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ABSTRACT 
Information privacy and security governance is a subset of enterprise governance which provides direction and 
control to help ensure IT performance and risk management. This study is conducted to find out the efficacy of 
different IS Security and Privacy governance structures. To achieve effectiveness and sustainability, security and 
privacy over information assets must be addressed at the highest levels of the organization and not regarded as a 
technical specialty relegated to the IT department. The study was conducted by interviewing CIOs of four 
companies from different industries across five categories: Privacy and Security Concerns, Decision Making 
Structure, Privacy and Security Impact, Control and Measurement, and Future Goals. The most important issues 
are listed and, based on that, a framework is developed which presents the factors affecting the privacy and security 
governance structure as well as their impact on business continuity. 
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INTRODUCTION 
Many senior managers still has a lot of work to do in optimizing the privacy and security governance structure that 
they have in place in their organizations. As the wide use of “IT systems has become ubiquitous in business and 
government operations, there has been a steady rise in the number of failures to protect personal information” 
(Gillon et al., 2011). Organizations cannot escape global advances in governance structures that directly affect their 
information management practices. “There is an increased need to focus on the overall value of information 
protected and delivered - in terms of enabled services. Previous and new laws on information retention and privacy, 
coupled with significant threats of information systems disruptions from hackers, worms, viruses and terrorists, 
have resulted in a need for a governance approach to information management, protecting the organization’s most 
critical assets—its information and reputation” (Information Security Governance: Guidance for Boards of 
Directors and Executive Management, 2nd Edition, 2006). 
According to Dutta and Bilbao (2012), the use of IT systems is becoming more common and can be seen 
everywhere, in personal, business and government operations. All this has led to increasing failure in protecting 
personal information. These failures “have been accompanied by growing concerns from consumers about the 
erosion of privacy, as businesses look to exploit the value of personal information to their organizations. Such 
failures and concerns can cause significant financial loss to businesses and individuals, both in terms of direct 
losses and longer term reputational damage. Therefore, they present serious challenges to businesses, especially 
those which rely extensively on the use of personal information in their business model. Conventional thinking 
focuses on steps that individual businesses can take to enhance their performance in these areas. These include 
well-established good practices and governance processes, such as the adoption of the information security 
standard ISO 27001 and the audit of information security and privacy controls” (Dutta & Bilbao-Osorio, 2012). 
This study tries to answer following questions: What governance structures exist for firm’s privacy and security 
governance currently? What factors affect the privacy and security governance structures? Which structures are 
most effective for privacy and security governance and why? How is governance effectiveness measured? 






This paper is concerned about an individual’s information privacy (customers and employees). Privacy is 
concerned with control over individual’s data. It includes: control over what data is captured, control over the 
accuracy of data, control over sharing of data, and control over duration of data retention. The data that has been 
captured can be used to process a person’s likes, dislikes, habits, routines etc. Once that data is shared, it becomes 
almost impossible to retract that information (Shilton, 2009). Smith et al (2011) discussed the relationship between 
privacy and other elements based on the “studies that cut across several disciplines such as marketing, IS, and 
organizational behavior” (Smith et al., 2011). They referred to this model as APCO model “Antecedents - Privacy 
Concerns – Outcomes” (Smith et al., 2011). Pavlou evaluated the current state of the IS literature on information 




Information security is concerned with protecting information systems along with the information that the systems 
contains. Security risk management (SRM) is a continuous process of identifying and prioritizing IS security risk, 
and implementing and monitoring controls (i.e., countermeasures, safeguards) that address those risks (e.g., Alberts 
and Dorofee 2003; ISO/IEC2000; ITGI 2005; NIST 2004). SRM includes the strategies, policies, activities, roles, 
procedures, and people used to manage security risk, while the resulting controls are intended to reduce the 
likelihood or impact of a breach. In other words, effective SRM is expected to result in a system of controls that 
collectively protect IS security, defined as the preservation of an information system’s confidentiality, integrity, 
and availability (ISO/IEC 2000). Thus, IS security, as used in the present paper, encompasses both SRM and the 
resulting security controls (Spears & Barki, 2010). SIFT Pty Limited (2007) published a report about “Information 
Security Principles for Enterprise Architecture” developed to provide guidance for the implementation of 
information security and privacy governance structures within an organization. 
 
Information Security and Privacy Governance 
According to the IT Governance Institute, the term governance is defined as: “The set of responsibilities and 
practices exercised by senior management designed to establish and communicate strategic direction, ensure 
realization of goals and objectives, mitigate risk, and verify that assigned resources are used in an effective and 
efficient manner” (Rau, 2004). To exercise effective information security and privacy governance, boards and 
senior executives must have a clear understanding of what to expect from their enterprise’s information security 
and privacy program. They need to know how to direct the implementation of information security and privacy 
program, how to evaluate their own status with regard to an existing security and privacy program, and how to 
decide the strategy and objectives of an effective security and privacy program (Information Security Governance, 
second edition). IT Governance institute proposed an information security governance guidance for boards of 
directors and executive management which provided a broad overview of information security and privacy 
program elements to assist managers in understanding how to establish and implement an information security 
program (Bowen, Hash, & Wilson, 2006). A roadmap and practical guidance was also presented by Carnegie 
Mellon University  for  business  leaders  to  implement  an  effective  security  and  privacy  governance  program,  
roles, responsibilities, approaches, and activities (Westby & Allen, 2007). 
Wu and Saunders presented a conceptual model for security governance from the perspective of decision rights 
allocation. They identified seven domains of information security governance: Strategy, Organization, Technology, 
Policy, People, Monitoring, and Budget (Wu & Saunders, 2011). Based on the taxonomy of information 
technology decisions defined by Weill and Ross (2011) and for each governance domains, they proposed a main 
decision type. Knapp et al. proposed and tested a theoretical model (Figure 1) that included four variables through 
which top management can positively influence security effectiveness: user training, security culture, policy 
relevance, and policy enforcement (Knapp et al., 2007). This study proposed that obtaining top management 
support is important for an effective information security and privacy program (Knapp et al., 2007). 
 
 
